In the quantum illumination (QI) protocol for secure communication, Alice prepares entangled signal and idler beams via spontaneous parametric downconversion. She sends the signal beam to Bob, while retaining the idler. Bob imposes message modulation on the beam he receives from Alice, amplifies it, and sends it back to her. Alice then decodes Bob's information by making a joint quantum measurement on the light she has retained and the light she has received from him. The basic performance analysis for this protocol-which demonstrates its immunity to passive eavesdropping, in which Eve can only listen to Alice and Bob's transmissions-is reviewed, along with the results of its first proof-of-principle experiment. Further analysis is then presented, showing that secure data rates in excess of 1 Gbps may be possible over 20-km-long fiber links with technology that is available or under development. Finally, an initial scheme for thwarting active eavesdropping, in which Eve injects her own light into Bob's terminal, is proposed and analyzed.
Introduction
Governments, businesses, and the general populace are increasingly dependent on the Internet, and many of their communications thereon need to be protected from interception by unauthorized parties. To date, that protection has been provided by classical cryptosystems-such as the RSA public-key system-whose security relies on the computational complexity (proven or presumed) of decoding the plaintext from an intercepted ciphertext. Quantum mechanics, however, offers an alternative approach. In particular, quantum key distribution (QKD) [1] [2] [3] enables two geographically separated users-Alice and Bob-to create a shared set of completely random key bits in a manner that precludes an eavesdropper (Eve) from having anything more than an inconsequentially small amount of information about them. That such a goal is possible arises from a fundamental quantum mechanical principle: Eve cannot tap a quantum channel without creating a disturbance on that channel.
QKD has moved from its early theoretical roots [1] [2] [3] to major network demonstrations [4, 5] , and its protocols and technologies continue to improve. Nevertheless, the key rates of current QKD systems fall short of enabling the ultimate, information-theoretic security afforded by one-time pad encryption [6] . For example, the Tokyo QKD network's TREL system [5] demonstrated a record ∼300 kbps secure key rate over a 45-km-long link of installed fiber, but this key rate pales in comparison with the Gbps capability of widely-available ethernet connections that are candidates for one-time pad encryption. Moreover, although the TREL system used a 1 GHz pulse rate, only ∼0.3% of the transmitted bits were received, and ∼4% of them were received in error. So, although this system can provide shared secret bits, it is not a viable means for direct information transmission. Specifically, it is incapable of directly transmitting the random bit stream that results from lossless data-compression of an information-bearing message to its Shannon limit [7] .
In 2009 [8] , we introduced a two-way optical communication protocol that defeats passive eavesdropping-in which Eve merely listens to Alice and Bob's transmissions-while operating at data rates far in excess of current QKD key rates. There we showed, theoretically, that Alice and Bob could communicate an uncoded 50 Mbps bit stream over 50 km of low-loss fiber with a bit-error probability of less than 10 −6 , while an Eve who collected all the light that did not reach its intended destination-i.e., 90% of the light Alice sent to Bob and 90% of the light Bob sent to Alice-suffered a bit-error probability of at least 0.28. Recently, we reported a 500 kbps table-top experimental demonstration of our protocol [9] , in which Alice and Bob realized a bit-error probability of ∼2 × 10 −6 while Eve's was ∼0. 5 . This demonstration verified the theory from [8] , once experimental nonidealities were accounted for. In addition, it verified a property of even broader potential significance-entanglement's benefit can survive an entanglement-breaking channel-as we now explain.
Our protocol employs the quantum illumination paradigm [10, 11] , in which Alice produces entangled signal and idler beams via continuous-wave (cw) spontaneous parametric downconversion (SPDC), sending the signal to Bob and retaining the idler. Bob, for his part, imposes message modulation on the signal beam he receives from Alice, amplifies it, and sends it back to her. The amplified spontaneous emission (ASE) noise from Bob's amplifier destroys the entanglement that would otherwise have existed between the beam Alice receives from him and her retained idler. Yet Alice and Bob obtain immunity to passive eavesdropping only because Alice started with an entangled source. Indeed, had Alice started with signal and idler beams at the limit of classical cross-correlation, then her error probability would not have been much lower than Eve's [9] .
The rest of this paper is organized as follows. We begin, in Sect. 2, by reviewing the protocol from [8] , and extending its analysis to include an assessment of Alice and Bob's information advantage over an optimal collective attack by a passive eavesdropper. We continue, in Sect. 3, by reviewing the experiment from [9] . Next, in Sect. 4 , we show how the secure data rate of our quantum illumination protocol might be increased to ∼1 Gbps. Then, in Sect. 5, we introduce a potential means for defeating the principal vulnerability of our protocol, viz., its susceptibility to active eavesdropping, in which Eve injects her own light into Bob's terminal. We conclude, in Sect. 6 by summarizing our results and their implications.
The Quantum Illumination Protocol and its Performance
The basic setup for our quantum-illumination (QI) communication protocol is shown in Fig. 1 . Alice's cw SPDC source is assumed to emit single spatial-mode signal and idler beams 1 having uniform fluorescence spectra over the downconverter's W Hz phase-matching bandwidth, with common brightness (average photon number per mode) N S photons/sec-Hz. The quadrature components of these beams are maximally entangled in mode pairs, i.e., the signal mode that is blue-detuned (red-detuned) by ω from the signal's center frequency ω S is entangled with the idler mode that is red-detuned (blue-detuned) by ω from its center frequency ω I . Thus, for a typical case, each T -sec-long transmission from Alice to Bob comprises M = T W 1 of such mode pairs, e.g., the 50 Mbps communication example from [8] , which assumed W = 1 THz and T = 20 ns, had M = 2 × 10 4 . Alice sends the signal light to Bob through a pure-loss channel of transmissivity κ, in which propagation loss is accompanied by the minimum (vacuum-state) noise injection needed to preserve free-field commutator brackets. She retains the idler light for subsequent joint measurement with the light that Bob will return to her. Bob applies binary phase-shift keying (BPSK) at rate R = 1/T bps to the light he receives from Alice, passes it through a phase-insensitive amplifier with gain G B whose output has ASE noise of brightness N B photons/sec-Hz, and transmits the output beam back to Alice through a transmissivity-κ pure-loss channel. Eve is assumed to collect all the light lost en route between Alice and Bob and all the light lost en route between Bob and Alice. Moreover, she is afforded an optimum quantum receiver for decoding Bob's message bits-one by one-from a joint measurement on the two light beams she had tapped, even though no known realization exists for that receiver. Alice, however, is only permitted to use the optical parametric amplifier (OPA) receiver from [12] , whose error exponent is 3 dB inferior to that of her optimum quantum receiver, because it is the best known-realization receiver for decoding Bob's message. In the OPA receiver, Alice's retained and returned light beams are applied to the idler and signal ports, respectively, of a low-gain (G A −1 1) OPA to convert their phase-sensitive cross correlation into intensity modulation of the amplifier's output beams.
3 Alice then decodes Bob's message by direct detection of the light from her OPA's idler-port output. Throughout this section we will assume, as was done in [8] , that Alice and Bob have ideal equipment, so that the only losses in their portions of the Fig. 1 setup are those due to propagation through the transmissivity-κ channels that connect their terminals.
The principal analytic results from [8] are the Chernoff bounds [14, 15] on the bit-error probabilities of Alice and Eve's optimum (minimum error-probability) quantum receivers, the Bhattacharyya bound on the bit-error probability of Alice's OPA receiver, and the lower bound on the the bit-error probability of Eve's optimum quantum receiver. These bounds, obtained using Pirandola and Lloyd's symplectic-decomposition technique [16] , take the following simple asymptotic forms in QI's normal low-brightness (N S 1), very lossy (κ 1), high-noise (N B 1) operating regime:
and
Note that the Chernoff bounds are exponentially tight in the mode-pair number M , e.g., − ln 2 Pr(e) (3) clearly show Alice's error-probability advantage over Eve in that Alice's SPDC source is operated at low brightness, N S 1. Thus Alice's error exponent-even with the OPA receiver-is far superior to Eve's. This N S versus N 2 S behavior of Alice and Eve's Chernoff-bound error exponents arises from Alice's signal and idler beams being emitted with a phase-sensitive cross correlation that is at the ultimate quantum limit, which is proportional to
whereas the light beams available to Eve have a phase-insensitive cross correlation that is bounded by the classical limit, which is proportional to N S . The latter is much weaker than the former because N S 1. Interestingly, as noted in [8] and demonstrated in [9] , this entanglement-derived error-probability advantage is present despite Bob's ASE noise having destroyed the entanglement between the two light beams available to Alice's receiver. 
These results were obtained from exact evaluation of the procedure from [16] , i.e., without passage to the asymptotic regime in which Eqs. (1)- (3) apply. We see that the upper bound on the error probability of Alice's OPA receiver can be orders of magnitude lower than the lower bound on the error probability of Eve's optimum quantum receiver. For example, at M = 2 × 10 4 , corresponding to a 50 Mbps data rate when the SPDC source's phase-matching bandwidth is 1 THz, we have Pr(e) 
So far we have only examined the bit-error probability advantage that Alice and Bob have over their passive-eavesdropping adversary. Using these results to bound Alice and Bob's Shannon information advantage over Eve's then quantifies 4 The ASE threshold for entanglement breaking is N thresh B = κG B . Because phase-insensitive amplifiers must obey N B ≥ G B −1, any κ ≤ (G B −1)/G B will make the channel entanglementbreaking. For G B 1, this condition will always be satisfied in long-distance communication. 5 The impact of nonidealities, such as idler-storage loss, will be addressed explicitly in Sect. 3, when we review our proof-of-principle experiment from [9] . their security with respect to an optimal individual attack by a passive eavesdropper. In [17] , however, we showed how to lower bound the information advantage that they enjoy against an optimal collective attack by this passive eavesdropper, i.e., the difference between Alice and Bob's Shannon information and Eve's Holevo information, hence providing a considerably stronger security guarantee. But, before developing those collective-attack results, we will consider the bit-error probability bounds for some alternative operating regimes, because they provide important physical insights into the behavior of our QI protocol.
Our QI protocol for passive-eavesdropping immunity-like its predecessor for QI target detection-operates in the low-brightness, very-lossy, high-noise regime. Could it also work in the absence of noise (N B = 0) or at high source-brightness (N S ≥ 1)? These questions are answered in Fig. 3 . Here we see that at low sourcebrightness (N S = 0.004) when Bob does not use an amplifier (G B = 1 and N B = 0) Eve's optimum quantum receiver outperforms Alice's. This is because Eve is collecting the lion's share of the light propagating in each direction between Alice and Bob. It is consistent with Nair's result [18] showing that quantum illumination provides an insignificant performance advantage over coherent-state operation when both are used to detect a weakly-reflecting target in the absence of background noise. Figure 3 also shows that the high-brightness (N S = 1, G B = N B = 10 4 ) Chernoff bounds for Alice and Eve's receivers are much closer to each other than are their low-brightness counterparts from Fig. 2 . This is due to the convergence of the ∝ Ô N S (N S + 1) quantum limit on phase-sensitive cross correlation to the ∝N S classical limit on phase-insensitive cross correlation that occurs when N S 1. In short, Fig. 3 verifies that the preferred operating regime for our QI communication protocol is one with low source brightness and high background noise. Staying within that regime, we now turn to Alice and Bob's information advantage when a passive eavesdropper mounts an optimum collective attack. Alice and Bob's information advantage, ΔI AB , in bits/channel-use satisfies
i.e., it is the difference between Alice and Bob's Shannon information and Eve's Holevo information. We will assume that Bob's message bits are equally likely to be 0 or 1, so that I AB is given by
in terms of the binary entropy function
and Alice's bit-error probability. Eve's Holevo information is
where
is the von Neumann entropy,ρ E is Eve's unconditional density operator for the light beams she has tapped, andρ E k is her conditional density operator for those beams when Bob's message bit is k. Because I AB is monotonically decreasing with increasing Pr(e) Alice , Eq. (3) gives us the lower bound (LB)
when Alice uses an OPA receiver with
and operation is in the low-brightness, very-lossy, high-noise regime. Because the {ρ E k } are zeromean Gaussian states, their von Neumann entropies are easily found [16] , butρ E , although zero-mean, is not Gaussian. Moreover, it has an enormous number of temporal modes, half of which (the modes tapped from the Bob-to-Alice channel) have very high average photon numbers, and all of which are correlated in phase by virtue of Bob's BPSK modulation. Nevertheless, becauseρ E 's Wigner covariance matrix, Λ E , is diagonal, its von Neumann entropy cannot exceed S therm (Λ E ), the von Neumann entropy of a thermal state with the same covariance matrix. Thus we have the upper bound (UB)
whence Figure 4 plots the preceding information bounds versus the mode-pair number M for our standard example:
4 . In this figure the lower bound on Alice and Bob's Shannon information is obtained from exact evaluation of the Bhattacharyya bound for her OPA receiver's error probability-assuming G A = 1 + N S / √ κN B -rather than using the asymptotic formula from Eq. (7). We see from this figure that ΔI LB AB exceeds 0.88 bits/channeluse at its peak. For a 1 THz phase-matching bandwidth, this implies that Alice and Bob's maximum information advantage in bits/sec, max(W ΔI LB AB /M ), exceeds 100 Mbps, suggesting that QI might bring secure communication rates up to Gbps with more complete system optimization. Moreover, if the only loss encountered in Fig. 1 is propagation through 0.2 dB/km fiber, then this secure rate is achievable on a 50-km-long link. Lest we become wildly optimistic in this regard, we will devote the next section to a review of our proof-of-principle experiment. That review will make the experimental challenges in realizing QI's theoretically-predicted potential explicit. In Sect. 4 we will return to considering how high a secure rate can be supported by our QI protocol over application-relevant propagation distances. 
Proof-of-Principle Experiment
The setup for our proof-of-principle experiment is shown in Fig. 5 Alice retains the idler in a spool of dispersion-shifted fiber, whose propagation delay matches the Alice-to-Bob-to-Alice delay seen by the signal beam. She sends her signal beam to Bob through a single-mode fiber (SMF) into which Eve has placed a 50-50 beam splitter. Bob applies BPSK modulation to the signal light he has received using a phase modulator driven by a pseudorandom bit sequence from a bit-error rate (BER) tester. 6 The modulated light is fed to an erbium-doped fiber amplifier (EDFA) set to a measured gain G B ≈ 1.34 × 10 4 whose ASE noise has per-mode average photon number N B ≈ 1.46 × 10 4 . A CWDM filter is used to bandlimit the ASE to the 16 nm occupied by the signal and to attenuate the ASE within the idler spectral band by ∼30 dB. Complete suppression of the ASE noise outside of the signal band is achieved with a second CWDM in Alice's receiver (and with additional attenuation in Eve's receiver).
Our QI protocol is intrinsically interferometric, so Bob uses a free-space delay line with ∼80% efficiency to fine tune the timing between the signal and the idler paths. Dispersion in the SMFs connecting Alice and Bob broadens the SPDC's ∼0. 22 ps biphoton wave-function to ∼27 ps. Thus Alice injects the light returned from Bob into ∼10 m of dispersion-compensating fiber before combining it with her retained idler through a CWDM. The signal path sustains a measured channel loss of ∼16.4 dB that includes SMF coupling loss, fiber-optic component insertion loss, and Eve's 50% (10%) tap placed before (after) Bob's apparatus. (Eve's 50% Alice-to-Bob tap minimizes her BER when her receiver is ASE limited. Her tapping more than 10% of Bob-to-Alice light does not improve her BER, because she is ASE limited with the 10% tap.) Alice's idler suffers ∼4.1 dB channel loss from SMF coupling and component insertion loss.
Alice decodes Bob's message bits by applying the returned and retained light to the signal and idler ports of a low-gain optical parametric amplifier (OPA), and then doing direct detection on the OPA's idler-port output followed by matched filtering of the output current and threshold-decision logic. The returned and retained light are free-space coupled with the cw pump beam through a dichroic mirror to an OPA based on a 20-mm MgO:PPLN crystal. After the OPA, a dichroic mirror is used to remove the pump and the OPA's signal and idler outputs are coupled into an SMF and separated by a CWDM filter. The separated idler is coupled into free space and detected by an avalanche photodiode (APD) setup that is 45% efficient, when coupling and CWDM loss are combined with detector quantum efficiency.
The APD's output current passes through a low-noise current amplifier, whose output is sent to a high-pass filter, to reject dc, followed by a low-pass filter. The sampled output from the second filter is supplied to a field programmable gate array (FPGA) that yields two outputs. The FPGA program to produce the first output approximates the matched filter for a single bit, and it is subsequently dc shifted and amplified to transistor-transistor logic levels for BER measurements. The second output provides a feedback signal to a lock-in amplifier that is part of a servo-control system (SCS) which stabilizes the relative phases between the OPA pump, Alice's retained idler, and the modulated light she receives from Bob. The SCS also includes a slow thermal-control loop for Alice's fiber spool. Typical incident power at the APD is approximately 10 nW. It is dominated by the signal-band ASE noise converted to the idler band by the OPA. The OPA gain G A is kept low, G A − 1 1, to prevent the ASE noise from overwhelming the amplitude modulation in the OPA's idler output. We implemented Eve to demonstrate Alice's entangled-input QI performance advantage over what Eve achieves with her classical-state input. Eve decodes Bob's message by interfering the light she has tapped from Alice and Bob's transmissions on an asymmetric beam-splitter, and then doing direct detection followed by matched filtering of the output current and threshold-decision logic.
Neither Alice nor Eve's receivers are quantum optimal, but both represent their best receivers for which explicit realizations are known. With these receivers Alice and Eve's BERs are given by (see [17] for details)
Here: Q is the tail integral of the standard Gaussian probability density,
is the modulation-depth signature of Bob's message bit seen by Alice (Eve), where ζ A (ζ E ) is a transmission efficiency; and σ tot A ± (σ tot E ± ) are Alice's (Eve's) per-mode noise standard deviations for bit values 0 and 1. The transmission efficiencies include the EDFA gain, channel loss, and an effective modulation-depth factor due to residual dispersion and less than optimal mode-pair coupling into an SMF. The per-mode noise standard deviations include their fundamental quantum-noise terms, and technical noise arising from the OPA's pump-power fluctuations, the APD's excess-noise factor, and the detection system's electronics. Figure 6 , reproduced from [9] , shows the results of our experiment. The dashed and solid blue curves are theory for BER A when Alice uses an OPA receiver with gain G A −1 = 1.86×10 −5 . The dashed blue curve shows Alice's performance when she has an ideal OPA receiver, viz., no loss of modulation depth due to residual dispersion or sub-optimal mode-pair coupling, unity detection efficiency, unity APD noise figure, no OPA pump-power fluctuations, and no electronics noise; the solid blue curve employs the experimentally-determined values for these receiver nonidealities. The dashed red curve assumes that Alice uses a classical-state source with maximally-correlated signal and idler and an ideal OPA receiver. The gap between the dashed red and solid blue curves shows that Alice's performance using an SPDC source and imperfect OPA reception exceeds what can be achieved with that classical-state source and ideal OPA reception.
The dashed and solid green curves in Fig. 6 are theory for BER E when Alice uses a maximally-entangled SPDC source or a maximally-correlated classical source and Eve employs an interference receiver. The dashed curve assumes Eve's receiver is ideal; the solid green curve employs the experimentally-determined values for her receiver's nonidealities. The near-identical nature of the dashed red and dashed green curves is coincidental.
The blue circles in Fig. 6 are measured BER A values under the operating conditions used to obtain the solid blue curve; they show our experimental results to be in excellent agreement with theory with no free parameters being adjusted. when her OPA gain was increased to G A − 1 = 2.48 × 10 −5 , and the filled green triangle above it is the measured BER E (Alice's SPDC source was used for this measurement). These two points represent our secure-communication operating point at which BER A = 1.78 ×10 −6 and BER E ≈ 0.5. The inset overlays 25 bits of Alice's receiver output (blue), with the dc level removed, 7 on Bob's corresponding modulation waveform (red), which is scaled to match the data's peak-to-peak range. The joint state of Alice's returned and retained beams, conditioned on Bob's BPSK value, is zero-mean and Gaussian. Hence it becomes classical when N B ≥ N thresh B = 2.14 × 10 3 , so our measured N B = 1.46 × 10 4 was 8.3 dB above the threshold for classicality.
8
The open green triangles in Fig. 6 were obtained using attenuated ASE from an EDFA source, whose statistics mimic those of Alice's SPDC source but at brightness levels unobtainable therefrom with our available pump power. They show our measurements to be in excellent agreement with theory with no free parameters being adjusted. The N S gap between the blue circles and the green triangles in Fig. 6 at the same BER values quantifies Alice and Bob's entanglementderived communication advantage when Alice and Eve both use realistic receivers.
These experimental results validate the theory proposed in [8] . In [9] we relied on that validation to evaluate Alice and Bob's information advantage over Eve's collective attack for the paper's experimental scenario. The evaluation showed they could realize more than 0.8 bits/channel-use advantage in this 500 kbps system. In the next section we return to the question raised at the end of Sect. 3: how high a secure rate can QI provide over a propagation distance of real application interest? 7 The dc level is removed prior to amplification. The equivalent dc level for the inset in Fig. 6 is ∼33 V. 8 The classicality threshold employed here accounts for the nonidealities in the experimental system, see [17] .
Pushing the QI Protocol to Higher Rate-Distance Product
Let us return to the Fig. 1 setup for QI communication, this time with Alice using a downconverter with W = 2 THz and N S = 0.01. The following system nonidealities will be included:
9 (1) Alice suffers 10% coupling loss between her SPDC source and the Alice-to-Bob fiber, 10% coupling loss between the Bob-toAlice fiber and her OPA, and her detection system, although shot-noise limited, has 80% detection efficiency. (2) Alice stores her idler in a 40-km-long optical fiber whose 0.2 dB/km loss equals that of the 20-km-long fibers connecting Alice to Bob and Bob to Alice. (4) Bob has 10% coupling loss between the Alice-to-Bob fiber and his BPSK modulator, and 10% coupling loss between his EDFA and the Bob-to-Alice fiber.
We have calculated Alice and Bob's Shannon information, in bits/sec, from
where R = 1/T is Bob's modulation rate. To find BER A , we used the Gaussianapproximation expression from Eq. (10), which is valid for M 1. 10 In terms of the parameters given in Table 1 , BER A is given by that equation with M = W/R,
and σ
See [17] for a full derivation. Figure 7 shows Alice and Bob's Shannon information, I AB from Eq. (12), the upper bound
on the Eve's Holevo information, in bits/sec, for a collective passive-eavesdropping attack, and the resulting lower bound on Alice and Bob's information advantage, ΔI LB AB = I AB − χ UB E . These quantities are plotted versus Bob's modulation rate R. Note that the minimum number of mode pairs for this figure occurs at R = 10 Gbps, for which M = 200, ensuring the validity of Eq. (10). Two initial points worth noting about this figure are the following: (1) The overlapping straightline behavior of I AB and χ UB E at low modulation rates is due to both Alice and Eve's having near-perfect data, making their respective information rates equal 9 All other nonidealities will be neglected, e.g., Alice's dispersion compensation will be taken to be perfect. 10 For the parameter values given below, we have found that this approximation has 0.23% error at M = 200-the M value associated with R = 10 Gbps-by comparison with the exact results for that M value. That exact analysis shows that increasing R to 2 Tbps (reducing M to 1) does not appreciably increase ΔI LB AB beyond the value shown in Fig. 7 for R = 10 Gbps. Of the system parameters in Table 1 , the values for W , N S , G B , N B , and G A are easily obtained, and those for κ 1 , κ 2 , and κ I are just the transmissivities for 0.2 dB/km single-mode fibers that are 20 km (for κ 1 and κ 2 ) and 40 km (for κ I ) in length. The κ A , κ B , κ B and κ A values-which account for the coupling losses inside Alice and Bob's terminals-are admittedly aggressive, but Bob's having a BPSK modulator capable of operation at up to 10 Gbps is not. The biggest challenge, however, is clearly the photodetector. It should be a photon-number resolving single-photon detector 11 that has negligible dark counts with 10 GHz bandwidth and high quantum efficiency at telecom wavelengths. Recent progress with tungsten-silicide (WSi) superconducting nanowire single-photon detectors (SNSPDs) [19] has shown that most of these requirements-everything but photon-number resolution and 10 GHz bandwidth-could be had, at the cost of employing cryogenics. Furthermore, the authors of that work speculate that large arrays of such detectors could be developed which preserve the desirable features they demonstrated in a single-element device. With such arrays, our requirements for photon-number resolution and 10 GHz bandwidth could be satisfied by spreading the light beam to be detected over the array. A preliminary demonstration of this concept has already been reported with a four-element NbN SNSPD [20] , but we would need a much larger array, like the ones that might be developed for astronomy.
On the other side of the ledger, we should note the one assumption underlying Fig. 7 that is conservative, rather than aggressive, namely that Eve captures all the light lost in the Alice-to-Bob and Bob-to-Alice channels. It would be much more realistic to assume that Eve inserts a tap into each fiber, making it appear to Alice and Bob that their installed fibers have slightly more loss than 0.2 dB/km.
12 Under this more realistic assumption, it turns out that Alice and Bob's performance advantage increases, but not dramatically, given the parameter values we have assumed. For example, suppose that Eve inserts a 1 dB tap in the Alice-to-Bob fiber close to Alice's terminal, and a 1 dB tap in the Bob-to-Alice channel close to Bob's terminal. Then, with the other parameters as specified in Table 1 While waiting for SNSPD technology to advance to the level needed to fulfill the requirements of the QI system we have just considered, let us turn our attention to a more readily realizable setup for high-rate operation. We will continue with the parameters from Table 1 , but with N S = 0.04 instead of 0.01, and, as justified below, κ I = 0.9. Also, we will modify the basic QI communication architecture to use dense wavelength-division multiplexing. Thus Bob will pass the 2-THz-bandwidth light he receives from Alice through a dense wavelengthdivision multiplexer (DWDM), whose outputs will be a set of 40 channels, each of W c = 40 GHz bandwidth with 10 GHz guard bands between adjacent channels. Bob will then impress independent rate R c bps BPSK modulation on each of these individual channels, recombining the modulated light beams with another DWDM prior to optical amplification and transmission back to Alice. Alice's receiver independently homodyne detects the 40 channels of idler and the 40 channels of returned light she obtains after each 2-THz-bandwidth beam has been passed through a DWDM. 13 With R c = 300 Mbps modulation on each channel, Alice and Bob's total information advantage (over all 40 channels) is at least 2.89 Gbps.
14 In comparison with the previous single-channel system-which required an SNSPD array to achieve a Gbps information advantage-the DWDM system can rely on existing 40 GHz PIN-diode homodyne receivers. The price paid by the DWDM approach is one of complexity: Bob needs 40 BPSK modulators and Alice needs homodyne detectors for 40 idler and 40 returned-light channels, each equipped with an analog-to-digital converter fast enough to accommodate the 40-GHz-bandwidth output [21] . 15 
Thwarting Active Eavesdropping
Our QI communication protocol is vulnerable to active eavesdropping, in which Eve shines her own light into Bob's terminal and decodes what comes back from him. We recognized that vulnerability in [8] , where we suggested that: (1) Alice and Bob should monitor the physical integrity of their communication channels, e.g., with OTDRs if they are communicating via fiber links; (2) Bob should check that the received power level and frequency distribution at his terminal are what he expects; and (3) Alice should verify that the bit-error probability at her terminal is what she expects. Later [22] , we analyzed these suggestions for reducing activeeavesdropping vulnerability, showing that an appreciable gap between Alice and Eve's bit-error probabilities could be created, but not nearly as much as what we have shown for defeating passive eavesdropping. In this section we will introduce a more effective procedure for thwarting active eavesdropping, one which relies on basis encoding together with power monitoring. The one aspect of our prior work regarding active eavesdropping that we will retain is the following. Bob will use optical filtering to preclude Eve's attacking him with illumination wavelengths outside the band employed by Alice.
The new setup is shown in Fig. 8 . The changes from Fig. 1 are in Bob's modulator and Alice's receiver. Alice and Bob have agreed in advance on the following B choices for the BPSK phase-shifts that he will employ to represent his k = 0 or 1 bit values: for 0 ≤ b ≤ B − 1, Bob will use
where B > 1 is an odd integer. 16 Figure 9 shows the {θ
k } for B = 5. Bob transmits his nth bit to Alice using basis b n , which he draws from the pseudorandom sequence, {b n : 0 ≤ b n ≤ B − 1}, that he and Alice have shared 13 Because the idler is now detected immediately, rather than stored in a fiber, κ = 0.9 can be used, representing a coupling efficiency from the SPDC source to the homodyne detector. 14 The upper bound on the bit-error rate for an individual homodyne detector-from which a lower bound on Alice and Bob's Shannon information is obtained-is derived in Appendix A. The derivation of the upper bound on Eve's Holevo information is the same as previously described. 15 One could also carp that the coupling efficiencies in Table 1 need to be augmented to account for the coupling efficiencies of the DWDMs that are employed. 16 The {θ (b) k } are thus a version of Yuen's alpha-eta scheme [23] . in advance. Ideally, the {b n } would be a truly random sequence, constructed from a shared one-time pad, but Alice and Bob will need log 2 (B) > 1 bits of onetime pad for each bit Bob wants to send, rendering that ideal approach infeasible. On the other hand, because our QI protocol runs at very high rates, Alice and Bob can use a conventional cryptosystem-say the Advanced Encryption Standard (AES)-which they rekey very frequently. Note that our original QI protocol already requires Alice and Bob to have an initial shared secret, which they use to authenticate each other, i.e., to preclude Eve's mounting an impersonation or man-in-the-middle attack.
17 Thus in augmenting our QI protocol with basis encoding, we can assume that the initial portion of the {b n } sequence is a shared random key. In what follows we will be optimistic, and assume that the {b n } can be modeled as statistically independent, uniformly distributed random variables whose values are known to Alice but not to Eve. Alice then has no difficulty decoding Bob's message: she knows the {b n } sequence, so she uses her own phase modulator to convert the {θ
} basis for the nth bit into the {0, π} basis prior to parametric amplification. Hence Alice's bit-error probability and Alice and Bob's Shannon information are unchanged from what we have presented above, except for any insertion loss of Alice and Bob's phase modulators. Eve's situation is more complicated.
When Alice and Bob do not employ basis encoding-and do not even take steps to detect the presence of an active eavesdropper-the best active-eavesdropping attack we know of has Eve injecting signal light from her own downconverter into Bob, and using her own OPA receiver to decode his message bits from her retained idler and the light she has tapped from the Bob-to-Alice channel. Basis encoding prevents Eve from exploiting that approach, because OPA reception is only optimally sensitive to one basis at a time, and if she divides her retained and returned light between B OPA receivers-to cover all the bases-her performance degrades rapidly with increasing B. Consequently, we will assume that Eve illuminates Bob's terminal with cw coherent-state (laser) light. Note that unless Eve can employ spread-spectrum modulation to match the ∼THz bandwidth of Alice's SPDC source, the high brightness of Eve's illumination should be easily detected by Bob, as we will discuss later. Eve's best receiver-with an explicit realizationuses optical heterodyne detection. Furthermore, because we have been unable to evaluate Eve's Holevo information-or obtain a sufficiently tight upper bound on it-we will confine our information-advantage analysis to an individual attack, by restricting our attention to the difference between the Alice and Bob's Shannon information and Eve's. For this initial active-eavesdropping analysis, we will return to an idealized scenario in which the only losses present are those due to propagation through the κ = 0.1 fibers connecting Alice and Bob, and Eve collects all the light lost in propagation from Bob to Alice. (Because she is injecting her own light into the Alice-to-Bob channel, the amount of Alice's light that she could collect from that fiber is irrelevant here.) Figure 10 (a) compares the bit-error probability bounds for Alice's OPA receiver (assuming a W = 2 THz phase-matching bandwidth and an R = 100 Mbps modulation rate) and Eve's heterodyne receiver when B = 7 basis encoding is used and there is an active-eavesdropping attack. (See Appendix B for derivations of the bounds on Pr(e) Eve .) The curves are plotted versus N in , the average photon-number per bit that either Alice or Eve deliver to Bob's terminal:
where N E is the average photon-number per bit emitted by Eve's laser. We see that the Bhattacharyya upper bound on Pr(e) Alice is orders of magnitude below the lower bound on the error probability for Eve's heterodyne receiver when N in ≥ 3. Figure 10 (b) plots the lower bound on Alice and Bob's Shannon information that follows from Pr(e) UB Alice in Fig. 10(a) , the upper bound on Eve's Shannon information that follows from that figure's Pr(e) .) The curves in (a) and (b) are plotted versus the average photon-number per bit that Alice and Eve individually deliver to Bob's terminal. All curves assume the only losses in the system are due to propagation through the κ = 0.1 fibers connecting Alice and Bob. Alice's performance assumes a 2 THz phase-matching bandwidth and a 100 Mbps modulation rate.
and Eve are constrained to keep their N in values in the range 1 ≤ N in ≤ 5. That is certainly not a problem for Alice; her bit-error probability and Shannon information are already at excellent values below N in = 5. But Eve has no reason to be so constrained unless Alice and Bob can force her to comply. Here is where Bob's power monitoring comes in. Suppose Alice operates at N in = 4. By diverting a small fraction-say 5%-of the light he receives at his terminal's input to a power monitor, Bob can estimate N in and abort communication when he senses N in ≥ 5. In particular, if his power monitor is a high-efficiency, shot-noise limited detector with a 0.4 μs integration time-corresponding to 400 bits at the 100 Mbps modulation rate-then N in = 5 is sufficient to yield a 20 dB signal-to-noise ratio with 5% power diversion. Unless Eve attenuates Alice's light while injecting her own, Bob's power monitor will force Eve to keep her N in < 1, at which point her Holevo information would be at most 7.4 × 10 −5 bits/channel-use. In fact, in this scenario Bob would have an easier time constraining Eve to N in < 1, because her N in = 1 laser signal with 40 GHz spread-spectrum modulation will be 11 dB brighter than Alice's N in = 4 signal with 2 THz bandwidth. 18 Eve could cut the Alice-to-Bob connection, to maximize the light she can inject into Bob, but N in = 5 will give her at most 0.014 bits/channel-use about Bob's message, and cutting the Alice-to-Bob fiber will quickly be detected by Alice in that she will no longer be receiving meaningful data, even if Eve attempts an impersonation attack.
Conclusions
At this point we have accomplished the objectives laid out in our introduction. In Sect. 2 we reviewed the quantum illumination protocol that is immune to passive eavesdropping, extending its initial analysis [8] , which only addressed Alice and Bob's bit-error probability advantage, to include their information advantage over a passive eavesdropper's collective attack. For the idealized scenario considered therein, that information advantage could exceed 0.88 bits/channel-use, equaling more than 100 Mbps at the modulation rate giving that bits/channel-use value with the assumed 1 THz phase-matching bandwidth. In Sect. 3 we reviewed our proofof-principle experiment [9] that validated the theory from [8] , and introduced the system nonidealities that the earlier theory paper had neglected. In Sect. 4 we made an initial attempt at pushing Alice and Bob's information advantage to the Gbps regime while including realistic to aggressive values for system parameters. With future development of very large WSi SNSPD arrays, Gbps advantages might be possible over 20-km-long fiber connections. Alternatively, a DWDM architecture might deliver similar capability in a 40-channel system. Finally, in Sect. 5, we introduced a new approach to thwarting active eavesdropping: combining alpha-eta basis encoding with power monitoring at Bob's terminal. So far, this scheme relies on a pseudorandom sequence to choose the basis for each successive bit transmitted by Bob, and so it lacks the assurance that its security rests on fully quantummechanical principles. Nevertheless, there is some possibility that quantum datalocking might provide stronger assurance than what we have already demonstrated, cf. the recent works on quantum enigma machines and data-locking capacity [25, 26] .
Going forward there is much to be done on QI-based secure communication with passive-eavesdropping immunity. On the system analysis front, the full-range of parameter optimization-which we have not done-should be performed to determine the best operating point for high-rate, high-security operation and to delineate the limit on the secure-rate×distance figure of merit. On the experimental side, high data-rate long-distance operation should be demonstrated with or without DWDM. For active eavesdropping, further analysis of our basis-encoded scheme might lead to an understanding of vulnerability to a collective attack, although that would implicitly assume truly-random basis selection, as we did in Sect. 5 for Eve's individual attack. Here, enigma-machine theory might provide some security assurance without that unwarranted assumption. In addition, an experiment to demonstrate the effectiveness of basis-encoding protection would be worth doing.
Finally, we might forego fiber links in favor of operation over line-of-sight paths through the atmosphere. The QI system would obviously fail when clouds or fog obscure the path, and random refractive-index fluctuations known as atmospheric turbulence would have to be contended with in clear weather. 19 The additional adaptive optics that might be needed to compensate for many of the ill-effects of atmospheric turbulence will be added implementation burden. But Alice and Bob's ability to observe their propagation paths, and control their telescopes' fields of view, could make it highly difficult for Eve to accomplish active eavesdropping. Furthermore, there are many interesting applications-especially those involving mobile platforms-where fiber connections will never be available but line-of-sight paths are available. It is therefore of considerable importance to understand how our QI communication protocol might work in such scenarios.
Appendix A
Here we shall derive the bit-error rate for a single channel of the homodyne receiver that Alice uses in the QI-DWDM setup from Sect. 4. We will assume R c W c . Then, given the value, k, of Bob's message bit, the outputs from Alice's idler and returned-light homodyne detectors during the 
when k = 0, and
when k = 1. In these expressions:
When Bob's message bits are equally-likely to be 0 or 1, the minimum errorprobability decision rule reduces to the following threshold test: 
Appendix B
Here we show how the bit-error probability bounds for Eve's heterodyne receiver, plotted in Fig. 10(a) , were obtained. The upper bound is a Chernoff bound,
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Pr(e)
and the lower bound is
where p(x | k) for k = 0, 1 is the conditional probability density function for the normalized, complex-valued output x from bit-interval matched filtering of Eve's heterodyne photocurrent. 22 For our basis-encoded system, Eve's conditional probability densities are 
